ICS 35.240

thk A R £ F0E 2 R a7 bRt

GA/T 1718—2020

|~l

EERERR XHETFELREFHE
FmREERAREK

Information security technology—Security technology requirements for security

L

management products of big data platform

2020-04-02 & 11 2020-06-01 3L iE

REARKEMEARE % %



GA/T 1718—2020

(o] g A~ W N =

~

oo

TRIEFIGE S svvsensonsonosessessssostosersserassastonsanssseossons s tostrssne ot ns sns sessonsonasssesastossessnsananse
FBHE T & A TTE FHEIR vooveevrerrereeeesnesans sttt teteesee e teetee ste st st sassae e snsa s ss e

gzéyjﬁgggk A

VAR 2=y @ = R T T T T e R R PP T PP Y P EY P PP DY PP ETRVEPTPPIVRPP
7.3 Eﬁ”ﬁ%iﬁ 000 800 eeeancateeaeacececentoceateaeeeen  ceasecasees ee aeenaes ceceseeeacs seateecs astecensnss s

%ﬁﬂjﬁ%ﬁ;ﬁ £ 600000000000 000 000000000000 006000 000000000000 000000000000 000000000000 00000000000000000ec0scsecescassen

—

. . . . . . .
. . . . . . . .
© oo oo 0O 00 N o O (S Ul > W W N [\ [NCIE oV [\ — — — —



GA/T 1718—2020
=
BY

T

AFR SRR GB/T 1.1—2009 3 H N &,
AIREHALZBMEZ2AT/HEL.

FREHARBEERELREAMERZREAD,
BIE=RR.

FERERAN A ZBHBEINFRRERLETARRUERR PO A ERMELLRTR A
AL EREAN REE KRR R M2 AT 05,



GA/T 1718—2020

FERERR KXBEFEREEHE
FmREERER

1 3EH

FHRERE T KBEEFELLEHET RN ELNBER ZL2RBERMERZUSER.
FREBEATREEFERSEE SRR T REEN.

2 MuEHSIAXH

THI SO F ARSI N RO ART AR . L2 B M5 A S0, U B 38 R A E T4
. LEAREHBWSI X, KBFH A (BFERERNBEBRERTARXH.

GB/T 18336.3—2015 fERBAR ZH2BAR FEBARLSMEITMAEN 5 3WS . ZE2RE
HF

GB/T 25069—2010 fERZ&LER RiE

3 REMEX

GB/T 18336.3—2015 1 GB/T 25069—2010 R E K UK T HAREMEXE R TAEH.
3.1

A E big data

KMBERBIRSE, LA KR SR IREM /R 5% WARE , TER T RN ZR MR JATH BOLFEM T
BRI,
3.2

K¥IEFEE big data platform

X KPR BT M AL B R R4 .
3.3

WitHZE audit log

ABEFEREBEHE>HBSHIHT4AKNHEBEE.
3.4

H#4i1ER  event log

AP G 7= e KB E ATV R AL A S 8E B KRB EREFETHE —K
I E DMK BB

4 XBEFEREEE"RHR

REFEFEREEE&HUATERT DRI HRKEE T 6 HERXKEHREHITRT
REBHENTG, AERNRQAERSLEN CEEE KR EE JERLVRME ¥ 5, B
3 5T 1 7] 4 ) S5 PR R UEBE B 2 V5 .

1



GA/T 1718—2020

5 HE&iim

5.1 REBRERSHK

FRBEERRERSAELNBERNLZLRABERHAE. Kb, RLWBEREX &N R
HHZLIREHBAER, QFREZLEE ZELLVIR REEHFMM RS LR ReBEME
WIS B RBEE R X 5 # A A B R N RN ER, T & R eSRE EaRARX
FrAHRE.

5.2 REFHMS

ETFRNEZLEFERERALLIEERNRSREERKERER A EEREEE, 2R
B BER 951 Rl 4 BL AT A GB/T 18336.3—2015 HE K.

6 RELINEER
6.1 REiEH
6.1.1 K£HEE

7 R R AR I E TR, BB X KBRS R L S BN A H TR P REMEAR.
6.1.2 RRA&RN

7= i B BE B AR BIEF & KRR AE R .
6.1.3 #HTHE®E

72 A DL RE A X KR B RAER G REEA T 0 R I BE.
6.1.4 R&EMEA

7= A L BB A S B W A 32 K F & MR, Rk TE .

a) RPIEFESHBELRRE;

b) BEHRER CPU AR NAES AR FEAREEHR NERBENERBLS;
o AFRAMZEITRE;

d  BEAEE,

6.1.5 EHEZRZ

7= 5 BLRB S X KR 6 WAL BRI T II68 .
a) WERERFE;

b) RELACE KB MIKE TR

o AENEEELR FHTELAE.

6.1.6 REEEHE

PR BN RBE G RERBHETETER, ZPLHEUTHEA:
a)  HAERERME;
b) BB R 5

2



GA/T 1718—2020

o) BIEE RN
d) B AR R 5
e B iEIHRE.

6.2 HIEREVHE
6.2.1 ¥E VRS RES

7 &b L B Xt R P 5 1R 04 B A SR AT 4 0 . 5 SR AL B , B BB A 48 3R / 37 45 1 U TR AL PR
6.2.2 MEBE

7 it O B8 5 R 48 T SCBK SR X OB BB HE AT B S A AR , SRR R R AT B W R LT
R

a) SCRABUBREEE X

b) SRR BB 5 B E 5

o BEBAIE TREMBULN R AP HERGIE WRBEE D TE;

& BRAEHMBEREXETENIE, EREREE ,REBERZAHXEXER.,

6.2.3 MIEFEFNER
7= 5 N BB 1R IR — 2 B SR B AT SR B, B BRI RAE BRI BN E .
6.2.4 WE V5 iE BB

7= & N BT P U 1R 308 AT A #EAT A0 BRER .
a) HERHEIHEFE;
b) X R BURAE B AT A BEAT 8 S BHL BT .

6.3 REEFHEHE
6.3.1 HHIERER

PR DR MR A R EREEF A=A H EFEE, I FRENERE X, EREAHITE,
HEMTHBIEGRENTEA.

6.3.2 HH#IEREN

DB X B AR IE RAFTE R E M, BAORBEMR AR BN E . HH4 R BRI ERMS
HTHE.

6.3.3 Zit#Hx
7= i N BR A X B E R BEATGE T, 4R BB B A UL B AR R
6.3.4 ma Rzl b

7= LB S X B A SRR SR Bt — E B RLAL ], R A E-mail VEFESE BB SR E R
BREEA.

6.3.5 MR B ER
7= A RRE X R AR BT AL B B BEATBRER , I AL B AR HR L FHME LT ER.



GA/T 1718—2020

a) REGITR, N EARRLEFHRRITILETH;
b) E&KWMIIEE, 5EEERENBEEARTERITRERE, N TREHTREEENENE

HARKERF .
6.4 IRIRE5XZR
6.4.1 ME—HHRIZ

7= 5 LA P SRR ME — AR R O R AR TR 5 BT A T T B SRR .
6.42 EXYEH

= SR RLAEPAT AT 5 &2 2T B M R M ERAE Z BT B P B B3 .
6.43 ZEEJ

7= i L R PP SRR A BB A DL _E R A S I L .
6.4.4 ERIHLH

7= it O 4 G A B T S B WL R, 0 SR P 4 R R A B I R A — R B RR, I X F  B  E R AT
5.

6.45 OSLEHE
RO AT, N AR E O 4R, X O BRK B 2B BOW#AT IR
6.4.6 EZBERP
72 i L AR UE 2 53008 A R B AL B 5B 3
6.4.7 5%k WaE
2 P2 ) R TR R B0A B 48 2 WBUE » 7 dn B BB 4R 1R P T[]
6.5 REEE
6.5.1 RLTHEEEE

BOUE B 57 N BB X 7 REAT DA A B R
a) HE.BUMHXZLREME;
b)  lRE B A T T R

6.5.2 ZemBEHE

7oL NREXT F P A AT X 4, BRI IR B A R I T BBAR B B XA AR AR A 2
6.5.3 HMERWLLE

57 i L4 16 5 5 P 4 R AT 8 TR, B SR B R B SCAS S S A M AR B A AR I B R R 2
6.5.4 HEFTEH

72 L BER I — E B AR, R EEGF R R EE W E R R T,
4



GA/T 1718—2020

6.5.5 TFEEEEH
HEWERMTEEHEIGR, N AEX TR E K L IP ik FHATRE
6.5.6 ¥4 Vyic) BRI
7 it B LA BB B T 7 A U R R BRI, TR BRI R B ST .
6.5.7 HEEH
M EEBNEEFE HITHEHETEBKE.
6.6 TZWit
6.6.1 Wit BEER

FEER RN 5 H SR SMRXMEMERF I HE.
a) FIP S8 %5 (AR ALK ;

b) X REAT I b B B A0 R 4

o XELEFR RERFBHETER;

d) X RBEE P 6 BAR H3 In BR A B B

e MEMAIZR.HITHENEEBRAE.

6.6.2 WItHENE

FIEEZLONEBEEHREN BN NE AP RR FHEMRMER. ERXRACSBERT X
PRI R, AT SRE E AL L

6.6.3 WitAEZERA
PR BB H I B R ER T,
6.6.4 Wit BEFM

i B S THERIED RSN T IFREUTER.

a) BB R B By 1k AR BEA A P e R R 5

b)  XH T H A 2 A A R, B REE e R R

o) MW H R L E A, NER BUR B Y Bl 1k B RO B R B BOR TR B

7 RERBEXR
7.1 %
711 RL&EH

TF R &N R 2R Z LSRR, 2R WHR DI E LT XK.
a) ST SOR N T TR LR R R I R B — 2

b) #REREMBER—BH > RHELEI R L2,

o WRGELSWMEVHRIILIBELZLE;



GA/T 1718—2020

d) R %2 T RE R 5 B 1L BURR
e MR MESINEEREET LTSRS

7.1.2 Thee#se

Fr R DR SE A& BT BB ALV BB, ThEE AV LA DI W B LA T 2R
a) SEEMAFRNREIIE;

b) HRFIAELMEEOKBERSERITE;

o HRAMHEREBENRLEIBEOMEXNFESE

d HREEIMEEEOMXKRLNEBELHATRH;

o) HRMELINMELIET RLETS RN ERERHE;

D HRELMBERIEL2IBEOKEY;

g) WRELMBLHEIET, 5SRLUMEBROMXBEIFETRH;
h) FRWREMEZLIBEONFEATNSIRNFATEZERHER.

713 ZLHERT

FRENBHEBEZLIBHLAER, LRFRUHEEUTER:

a) RSB R 5 SRR LB Z (8] B BRET , 3FUE B — B

b) MR HIE XL RELNE, FHRE XTI -SRI REBERZ LY RERE;
o LIFFEARMEAKEXEML.

7.1.4 FRigit

FF R DL RAE T S BT SO 7 B BT SR B R AT E R

a) MEFEFREMBHEW;

b) ARRFIHR R ERKTE T RE;

o MWRELIMEHATRERMMEEIEM;

) REHKBREKREBEIEL BT P MRNIE T ARERN AR ENZL2IEED;

e MFEWRMARR LI

D RERLMETREDEREI BN KR

g) MWRIIAZESEELIAER, GHFEH B &S HABERE KAHEELAEM;

h) HRFTA LHERMRZ LI REORA O A O 58 EME | 5 H AR ] i A B AR &
FRRED;

D HRFAESWER T HEMHEXESR, G FE R E RS HMRRE KA.

7.2 S
7.2.1 BEARESE

I k& DR AEBB A A B B B ARG B, B P B AR TR v 15 D0 VA T 4R 436 8% b B SORS R R
— B, g —F R P A AR RN E LT ER.

a) MREESLLEINEPEEH QA THRAEMEN AFEL4HERER;

b) RN LA e w0 XA R EA R T RO

o MRTHANBEMED, RHEZHFEGHNHIERESH,BYNIEHRLME;

d HIHREHSTHERGTHAA A RIBAEXNE —FE2HXEN A ER BRI EIE
6



GA/T 1718—2020

LR 2

o) HRFRETHHATERRES(BERESBENRURERERER, URENSEFLZL
BITZEIKHERKRMEKER;

D FALALEE KT AATHE R,

722 REEFRF

FFREMEM BELEERT EEBTFHARNEE U TER:
a) MREFREXNBEFH-BHELERIRM=HLTBHIE LR,
b) WRELERTHBEHBTHRRELFNTESE.

7.3 4£GRBIE
731 EE®EEEN

FRENEEEEEHNHEUTER:

a) AR R R A R A HE— AR IR

b) FREEEEARGEXH R MR BB, I — R RECE

o REREEEN, KEEHE R THE R REETK T

) EEEFHEAZRE M A TRIFHFZHOER, B EG XHRAEXNHHLHARR
AT E BAIBUEE

o EEFIEIHAF - ITEREEEIN KEEETAHRANMMAERAEEERRAET L™ 5.
LHEMREEESKEEEITRIMHE—2;

D ECEEETHRIHR FR 8 Z B U0 B B B MR R R AR MR BTN R F .

732 EEEEEH

FFREFEMBYETREETFR,FRALETINFRE. RETIIRMESTUTHA:
a) JEah AR BEE R KA ESE 07 6 B A RIS 4 5
b) LHFR KEBRERERIBRRE.

7.3.3 LHERE

¥ &3 DL — % 3T 327 d » HH AT B SO AL . #E48 R P T XA 72 i B & R AR B
A XN MR A EEFTLTRRERT.

734 FEREZ

FFREMBYRITFREEIE . FERESIOHMIHREET &K XA S, AR GBI MELHR
MR BT R LR A WEEK PR 8 A A R 2.

7.3.5 SwRAMRENX

FF % 3 N R 5L — A i JA SRS 3o 7 A B F R R e 4 AT R B4R R, 4R 48t A= A R 0 OO
R AT IF R ALY ™= G A,

7.3.6 TRMER

FFRE DA ESCH TR SE TR, HFREFR TR O E LERPENEAN T
ORI #OB T SE BB B A &



GA/T 1718—2020

7.4 PR
7.41 AREBE

FF 5 2 B 2 AL W B 2 3RS , W R 25 R R E AT ER

a) 7% BN SO b BT AR R B 5 T BE R v BT 3R A7 5 B9 22 S T BB (R B X L 5

b) e B SCRY BT AR R A R 5 2 BR AT o BT SR B 7 R B 2 2 T BB IR B X R R SE AR
FHESL T REFLE I BT A B 2T B DA AT T WA,

742 WAERE

FF % PR AE RGO AAT . USRI BE AT H R R B LA T K
a) ELWRIE RS GBI PR R T RE ML IR [ ) — Btk
b) ELFHRITFRFARZLEDETFRE LAERBELHTIWIRA.

7.4.3 ZThEERR

FF & 3 RO R = 5 R 2 T B8R 5 K 45 R SCR AL SR SR A RSO . WSO LR AE AT A

a) WK RI AR RE AT IR, R IAT BN M 7 R, X877 REFEN T HAA WKL R
P AR B AR A 5

b) B RS R , RV RN 5 BB

o LR R.

7.4.4 P37 IR
FF & MRt — 8 5 H B W L 2T BRI RS BTIR, UH T 22 sA L.
7.5 HEHHETE

ETERRMBIERSE, ™ & EBRIIL T EHTH
a) HAEARIE KB E K
b) RAHBRMIGHENHIGEEHIGE.

8 FRUSER

8.1 RENEERFLZUS
PR EARRERERRIME 1w,
R FRELIEEREZMSR

RLEIBER AR WIRK
S£HRF 6.1.1 6.1.1
Rt s 6 W0 6.1.2 6.1.2
HTEHE 6.1.3 6.1.3
RLBH
R MW 6.1.4 6.1.4
mEZ2 6.1.5 a).6.1.5 b) 6.1.5
il ] 6.1.6 a)~6.1.6 ¢) 6.1.6




GA/T 1718—2020

F 1.8
BEEMBER HAR HER%
BAE U ] A PR 42 6.2.1 6.2.1
WA B LA - 6.2.2
BOHE $h BRI SR AR — 6.2.3
B4 U5 (7] BR BR 6.2.4 a) 6.2.4
HAERAER 6.3.1 6.3.1
HAFICRENR 6.3.2 6.3.2
ZEEHER AR & - 6.3.3
m oz 4L — 6.3.4
Wi o7 B B — 6.3.5
ME— AR 6.4.1 6.4.1
HALH 6.4.2 6.4.2
ZEEH — 6.4.3
RS K5 R L — 6.4.4
A4&ERE — 6.4.5
ERBER S 6.4.6 6.4.6
56 5 % WAk B 6.4.7 6.4.7
LU ER 6.5.1 6.5.1
ZEfBER - 6.5.2
BELREL 6.5.3 6.5.3
BEEHE €/ -3 — 6.5.4
EEEEN — 6.5.5
o3 Ui 1R BR — 6.5.6
BE &G — 6.5.7
Hit HEER 6.6.1 2).6.6.1 b) 6.6.1
ot HItHEAR 6.6.2 6.6.2
Wit H &K&W 6.6.3 6.6.3
Wit H & 6.6.4 a) 6.6.4

8.2 RERBMERELIS
7 ) R 2R EEECOR SRR 2 FiR



GA/T 1718—2020

R2 FREREABREREZMUSF

REFBEER HAL R
REEW 7.1.1 7.1.1
TIREHLTE 7.1.2 a)~7.1.2 D) 7.1.2
%
LIFER — 7.1.3
a3 47 7.1.4 a)~7.1.4 d) 7.1.4
BIER 188 7.2.1 7.2.1
LR €]
HEBF 7.2.2 7.2.2
EEEHESN 7.3.1 a)~7.3.1¢) 7.3.1
EEEHNE 7.3.2 a) 7.3.2
ZABE 7.3.3 7.3.3
A AR
FRE4 — 7.3.4
H M ARE X — 7.3.5
THAMER — 7.3.6
W = 7.4.1 a) 7.4.1
R E — 7.4.2
i,
T BB W 3K 7.4.3 7.4.3
P 7 30 K 7.4.4 7.4.4
5 iFE 7.5 a) 7.5

10



FHREARMEAE S
10t #
FERERR XHEFARLERE
FREREEREXR
GA/T 1718—2020

*

OE AR R AR K AT
GERTHHEHXAFRELER 2 5(100029)
R X = B R dt#r 16 5 (100045)

R #k www.spc.net.cn
B4 . (010)68533533 K ATH0:(010)51780238
B E RS .(010)68523946
E AR AR AR B R BRI EDRI
SHIFEBIELH

*

FrZ 880X1230 1/16 EPIK 1 =¥ 24 FF
2020 4E 10 B —FR 2020 4E 10 A& — W EIRI

5. 155066  2-35607 EH+ 18.00 T
MEENFZEHE BHEAMRTHROER
BINEE ‘KRRLHR
GA/T 1718-2020

2358 iE.(010)68510107

& i,

.,g%‘ 4 <
&
HTEDE : 2020&10)%305§f '

A N
i Stpagoel®

%
W
13
&
»

&

GA/T 1718—2020


http://www.spc.net.cn

